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1.Tryb pracy

Urzadzenie Huawei moze pracowaé¢ w dwoédch trybach.
Domysinym trybem jest router z NAT. Wszystkie 4 porty ETH
oraz WLAN sg potaczone w ramach jednej sieci LAN. Drugim
trybem jest bridge, ktéry moze by¢ przydatny w momencie gdy
klient chciatby korzysta¢ z wiasnego routera. Zmiana trybu
pracy mozliwa jest tylko przez administratora firmy N3net. W
tym celu nalezy skontaktowal sie z naszym Biurem Obstugi
Klienta.

2.Logowanie do routera

Aby zalogowal sie do routera Huawei nalezy w przegladarce
internetowej wpisac¢ adres http://192.168.100.1. Wyswietli sie
okno logowania do ktérego nalezy wpisac login i hasto. Dane
zostaty przekazane klientowi podczas instalacji. W przypadku
zgubienia tych danych mozliwe jest ich uzyskanie w naszym

Biurze Obstugi Klienta.
Login: telecomadmin

Hasto: admintelecom

V2 Hss145v

HUAWEI

Sl telecomadmin


http://192.168.100.1

3. Konfiguracja LAN

W zaktadce LAN mozna zmieni¢ konfiguracje sieci lokalnej. Po
lewej stronie w menu dostepne sg opcje:

e LAN Host Configuration

Umozliwia zmiane adresu sieci lokalnej.

&g,  Hssiasv Logout

Status WAN IPvé WLAN Security Route Forward Rules MNetwork Application Voice System Tools

LAN Port Work Mode LAN = LAN Host Configuration

LAN Host Configuration

DHCP Server Configuration On this page, you can configure the LAN management IP address After changing the LAN management IP address, ensure
that the primary address pool on the DHCP server is in the same subnet as the new LAN IP address. Otherwise, the DHCP

DHCP Server Option Configuration server does not function properly After you enable the function of sending free ARP packets to the LAN side, the device sends
free ARP packets to the LAN side if the IP address of the PC or the Ethernet port to which the PC connects conflicts with the IP
DHCP Static IP Configuration address of the LAN-side host.

Enable sending of free ARP packets

to the LAN:
Primary Address
Primary IP Address: 192.168.100.1 "
Primary Address Subnet Mask: 255.255.255.0 *
Secondary Address
Enable secondary address: v
IP Address: 192.168.2.1 *
Subnet Mask: 255.255.255.0 "

Apply ' Cancel

Zmiane zatwierdzamy przyciskiem Apply.



e DHCP Server Configuration

Dotyczy konfiguracji serwera DHCP. Zalecamy pozostawienie
domysinych wartosci.

&g,  Hssiasv

HUAWEI Status WAN ERUR IPvé WLAN Security Route Forward Rules Network Application WVoice System Tools

Logout

LAN Port Work Mode LAN = DHCP Server Configuration

LAN Host Configuration

DHCP Server Configuration On this page, you can configure DHCP server parameters for the LAN-side device to obtain IP addresses.

DHCP Server Option Configuration

Primary Address Pool
DHCP Static IP Configuration

Enable Primary DHCP Server: &

Enable DHCF Relay v

Enable Option125: L4

LAN Host IP Address: 192.168.100.1

Subnet Mask: 2552552550

Start IP Address 192.168.100.2 *(It must be in the same subnet as the IP address of the LAN host.)
End IP Address: 192.168.100.254

Lease Time: 1 days v

Primary DNS Server:
Secondary DNS Server:
Secondary Address Pool
Enable Secondary DHCP
Server:

Apply Cancel

Zmiane zatwierdzamy przyciskiem Apply.



e DHCP Static IP Configuration (tylko model HG8245H)

Umozliwia przypisanie konkretnego adresu IP do adresu MAC
urzgdzenia.

&,  Hssi4sv

HUAWEI Status WAN m IPv6 WLAN Security Route Forward Rules Network Application Veoice System Tools

LAN Port Work Mode LAN = DHCP Static IP Gonfiguration

LAN Host Configuration
DHCP Server Configuration On this page, you can configure the reserved IP address that is assigned through DHCP for the specified MAC address

DHCP Server Option Configuration

New  Delete
DHCP Static IP Configuration

MAC Address IP Address

Zmiane zatwierdzamy przyciskiem Apply.



4. Konfiguracja WLAN

W zaktadce WLAN mozna zmieni¢ konfiguracje sieci
bezprzewodowej. Nazwe sieci i hasto zmieniamy odpowiednio w
polach SSID Name (nazwa) oraz WPA PreSharedKey (hasto).

&g,  Hssiasv Logout

HUAWEI Status WAN LAN IPve m Security Route Forward Rules Network Application Voice System Tools

2.4G Basic Network Settings WLAN = 2 4G Basic Network Settings
2.4G Advanced Network Settings

5G Basic Network Settings On this page, you can set the basic parameters of 2.4 GHz wireless network(When the 2.4 GHz wireless network is disabled,
- this page is blank).

5G Advanced Network Settings A\ Caution-

Automatic WiFi Shutdown 1. Wireless network services may be interrupted temporarily after you modify wireless network parameters.

2. It is recommended that you use the WPA2 or WPA/WPA2 authentication mode for security purposes.

WiFi Coverage Management

¥ Enable WLAN
New  Delete
SSID Index SSID Name SSID Status Number of Associated Devices Broadcast SSID  Security Configuration
] WirelessNet Enabled 32 Enabled Configured
S$5ID Configuration Details

SSID Name: WirelessNet * (1-32 characters)
Enable SSID: v
Mumber of Associated Devices: |32 *(1-32)
Broadcast SSID: 7
Enable Whi: v
Authentication Mode: WPAWPAZ PreSharedKey v
Encryption Mode: TKIP&AES v
WPA PreSharedKey: searanas ¢ Hide * (8-63 characters or 64 hexadecimal characters)
WPA Group Key Regeneration
3600 *(600-86400s)
Interval:
Enable WPS:
WPS Mode: PBC v
PBC: Start WPS
Apply  Cancel

W modelu HG8245H sekcja Advance Configuration dostepna
jest jako osobna pozycja w lewym menu. Zalecamy
pozostawienie domysinych wartosci w tej sekcji.

Zmiane zatwierdzamy przyciskiem Apply.



5.Przekierowania portow i UPnP

W sieci N3net kazdy abonent widoczny jest pod unikalnym,
publicznym adresem IP. DomysSlnie funkcjonalnos¢
przekierowania portéw z adresu publicznego na adres routera
(DNAT) jest wytgczona. W celu jej aktywacji nalezy
skontaktowac sie z naszym Biurem Obstugi Klienta.

Po aktywacji DNAT, w zaktadce Forward Rules mozliwe jest
wigczenie przekierowania portdw na konkretny adres IP w sieci
lokalnej.

e DMZ
Za pomocg funkcji DMZ mozna przekierowaé wszystkie porty
na jeden z adresow IP. W tym celu nalezy z menu po lewej

strony wybrac¢ opcje DMZ Configuration.

Aby dodac IP do DMZ nalezy klikngé w przycisk New i uzupetnic
formularz jak w przyktadzie:

\\}p, Hssiasv Logout
'
HUAWEI Status WAN LAN IPvéE WLAN Security Route WE.LUCIGESTELE Network Application Voice System Tools
DMZ Configuration Forward Rules > DMZ Configuration
Port Mapping Configuration
Port Trigger Configuration On this page, you can configure DMZ parameters. The DMZ device restricts unreliable external connections from linking up to
the device. It is a buffer between a sec termn and an insecure system. If the WAN port is not listed in the port mapping

table, the application requests from the WAN connection are forwarded to the DMZ -:!e-v-iu-:é.

New Delete

WAN Name Enable DMZ Host Address
Enable DMZ: v
WAN Name: 1_INTERNET R_VID 98 v
Host Address: 192.168.100.33 “ Select.. v

Apply  Cancel



W polu WAN name moze by¢ wiecej pozycji do wyboru. Nalezy
wybrac te, ktdra w nazwie ma INTERNET. W polu Host address
podajemy adres IP w sieci lokalnej do ktdérego ma trafi¢
przekierowanie.

Zmiane zatwierdzamy przyciskiem Apply.
e Przekierowanie konkretnych portow

Istnieje mozliwos$¢ przekierowania konkretnych portéw TCP/
UDP na adres IP w sieci lokalnej. W tym celu nalezy z menu po
lewej stronie wybra¢ opcje Port Mapping Configuration.

Aby dodac¢ przekierowanie nalezy klikng¢ w przycisk New i
uzupetni¢ formularz. Ponizej przykitad przekierowania portu 88
na adres IP 192.168.100.3:

&g,  Hssiasv

HUAWEI Status WAN LAN IPv6 WLAN Security Route HELYIGNXTIILE Network Application Voice System Tools
e

DMZ Configuration Forward Rules = Port Mapping Configuration

Port Mapping Cenfiguration
Port Trigger Configuration On this page, you can configure port mapping parameters to set up virtual servers on the LAN network and allow these servers
to be a sed from the Internet

Note: The well-known ports for voice services cannot be in the range of the mapping ports

New Delete

Mapping Name WAN Name Internal Host External Host Enable
Kamera 1_INTERNET_R_WVID_98 192 168.100.33 - Enable
Type * User-defined Application
Application: Select.
Enable Port Mapping: i
Mapping Name: Kamera
WAN Name 1_INTERNET_R_VII *
Internal Host 192.168.100.33 © f4:8e:38:42:fc.05 v

External Source IP Address

Protocol: TCP/UDP v Internal port number 88 --88
External port number: 88 --88 External source port number:
Delete
Add
Apply Cancel

W polu WAN name moze by¢ wiecej pozycji do wyboru. Nalezy
wybrac te, ktéra w nazwie ma INTERNET.

Zmiane zatwierdzamy przyciskiem Apply.



e UPnP

W zaktadce Network Application dostepna jest funkcjonalnos¢
UPnP. Umozliwia ona automatyczne przekierowanie portow
wymaganych przez urzadzenie w sieci LAN, ktore jest zgodne
ze standardem UPNnP (np. konsola do gier). W celu jej
wigczenia nalezy zaznaczy¢ Enable UPnP:

N  HGs245 Logout
HUAWEI Status WAN LAN WLAN Security Forward Rules System Tools

USB Application Network Application > UPnP Configuration

ALG Configuration
On this page, you can enable or disable the universal plug-and-play (UPnP) function, which supports plug-and-play and
UPnP Configuration automatic discovery of multiple types of network equipment. If this function is enabled for a device, the device can access
networks, obtain an IP address, transmit data, discover other devices, and acquire the data of other devices.
ARP Configuration !

DDNS Configuration Enable UPnP:

IGMP Configuration
Apply Cancel

QoS Configuration
DNS Configuration

&2 Copyright © Huawei Technologies Co., Ltd. 2009-2015. Al rights reserved.

Zmiane zatwierdzamy przyciskiem Apply.



6.Zmiana hasta

W zaktadce System Tools, pod pozycjg Modify Login Passoword
mozna zmieni¢ hasto dostepu do routera.

&),  Hssiasv —

HUAWEI Status WAMN LAN IPv6 WLAN Security Route Forward Rules Network Application Voice RS WL

Reboot System Tools = Modify Login Password

Configuration File

Firmware Upgrade On this page, you can change the login password of a common user, set the authentication password of the SSL certificate
that is used in device access by HTTPS and import the correspending SSL certificate.

Restore Default Configuration

Maintenance Change Password
VolP Statistics User Name: useradmin 1.The password must contain at least 6 characters
2.The password must contain at least two of the following combinations:
VolIP Diagnose New Password: Digit, uppercase letter, lowercase letter
Special characters ( ~1@#S$ %" & ()-_=+\|[{}];:""<,.=/7).
Remote Mirror Confirm Password: 3.The password cannot be any user name or user name in reverse order.

User Log Apply  Cancel

Debug Log

Enable Certificate Authentication and Set Private Key Password
Firewall Log

Enable Certificate

One-Click Diagnosis o !
Authentication:

ONT Authenticati

cnfication Private Key Password: (1-127 characters. This password takes effect after a device restart.)
UL ETELE Confirm Password: (1-127 characters. This password fakes effect after a device restart.)
TR-069

Apply  Cancel

Advanced Power Management
Modify Login Password Import Certificate
Intelligent Channel Statistics Certificate: Browse...  Import Certificate

Fault Info Collect

Indicator Status Management

Open Source Software Notice

Zmiane zatwierdzamy przyciskiem Apply.



7.Zapisywanie ustawien w pamieci routera
Wprowadzone zmiany w konfiguracji wymagajq zapisania ich w

pamieci flash routera. W tym celu w zaktadce System Tools,
pod pozycjg Configuration File, nalezy klikng¢ w przycisk Save.

),  Hssiasv —

HUAWEI Status WAN LAN IPv6 WLAN Security Route Forward Rules Metwork Application Voice m
e
Configuration File
Firmware Upgrade On this page, you can store, download, and update the configuration file.
Restore Default Configuration
Save Configurations and Reset
Maintenance
Save Save and Restart
VolP Statistics
Download Configuration File
VoIP Diagnose .
Download Configuration File
Remote Mirror
Update Configuration File
User Log
Configuration File: Browse...  Update Configuration File

Debug Log

Firewall Log

One-Click Diagnosis

ONT Authentication

Time Setting

TR-069

Advanced Power Management
Modify Login Password
Intelligent Channel Statistics
Fault Info Collect

Indicator Status Management

Open Source Software Notice





